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ABSTRACT

Recently, Golang has been gaining attention in programming language rankings each year due to its cross-compilation
capabilities and high code productivity. However, malware developers have also been increasingly using it to distribute
malware such as ransomware and backdoors. Interestingly, Golang, being an open-source language, frequently changes the
important values and configuration order of a crucial structure called Pclntab, which includes essential values for recovering
deleted symbols whenever a new version is released. While frequent structural changes may not be an issue from a
developer’s perspective aiming for better code readability and productivity, it poses challenges in cybersecurity, as new
versions with modified structures can be exploited in malware development. Therefore, this paper proposes GoAsap, a
detection and analysis system for Golang executables targeting the new versions, and validates the performance of the
proposed system by comparing and evaluating it against six existing binary analysis tools.
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Table 1. Information on Golang Version Values

Golang Version Maglsz;:l(rili;g/alue
1.1 Oxffffffd
1.2~1.15 Oxfffffffb
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Fig. 1. Pclntab Structure in Golang
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Fig. 3. Comparison of String Handling in
Golang and C++

spEplezh T ol A 2d9E d8en, 3
2|9 g e3> RAX ?—ﬂzlé 15 A3t
1.179A o)<l Golang Asahel-e- dejvle] s}
gel gk Aol 99 HR| e (RAX, RBX
RCX, RDI, RSI, R8, R9, R10, R11)E &4}
L, Go(l.1~1.16 ¥AD)elA= =t 3231‘39}
o] ~8& &g setrlE|o} o e ALt

3.3 AlE 2T7E 93t O|HAY Peintab EAY

Golange tf& doi"éﬂ} w37 A 2 main 3
FE] AR Aol o R A7) R ZE=
y_%i]. {5}51_ }}l\o{ _i_j_au,] x]x]—;ﬁo] 9l Ea]io
7} main #71A] W¥-ol & main() F54E Al
2=, &, AlEe]l  AAEA odsghid
main.main() +E =48 g AHFEH E4S
st gl ol Ao AADAY EAkE o
=312 <ldl] main 7t BolA] ¢kerhH AA -

EE 53 GolangelA
AR} @A JE FEA Pclntab

Table 3. oA Hi= wlel o] Pelntabs 27|
—‘C— gdgAle] wel of2c} ELF,

Aol Agoll= 2+t ‘gopclntab’ @

"_gopclntab’ —‘.d Uil Heolg-s ARt} o] 7
Solle AdHS & o Pclntab
g F4F A & 4 sirh. PE 3tde] 7fol=

Table 3. Searching PcIntab Across Architectures

. Symbol
mbol Exi
sl B Deleted
".symtab’
PE ymee
Searching
; Intab Pcintab
gopclnta
ELF . Feature-Based
Searching .
- Binary Search
__gopclntab
Mach-O .
Searching

54 Aol

RS
28 pad) F4

A5 Fx27b opEl oy A
=

2= PE Tx B

FileHeader.PointerToSymbolTable Z=2]

22 gymtab %99S ®AEZ runtime.pclntab

Jr & zole} gl

* SRR ModuleData o] 4]
runtime.pclntab F4E 2= Wolt}

3 F 74 WS 58 PE¥Y W Pclntab 7+
ZAE e b AFE 2 AR IAAE 3l
A WA whgel A9 Agde]Ee] AAd PEFA
o= .symtab dHe|El7} AHAlE] 2 £ ¢lsd
I, F WA abe A$ele ModuleData 35
Moo s 4 glon wAe] WA WA 3
Fo] A& o7 WAH g Z ofz]go] ATt
wgt, Alo]|=F Feol7] 93 AAE ALk A
7} J’%L 7|2 WA AadA g2 wgke]
°] sttt olell, AEe] AAFHAY s

S AaUA €gxE E3 vale

o“d"] oflct, o] & dlAst] 48l
=il E 554 #¥4E w3l Pclntabs ®
I AAE AEE Bdle 5 e oA - E

[}
A= = (<)
Fasts Aage Ak,

2

o ¥

c

tlo O rlr o o

2o

IV. Golang MHE EIX| - B4 A|AH H|OH
4.1 Mok AlAR R

£ AollA= Golang AIMA wlZA] Al%31A of
23517) —r]?fP EHo7 TGolang AlWA €x]-£4
Al2~Hl) GoAsapE #lekel}. Fig. 4.2 Xﬂ"}%}l‘c
o] AAZ el S At Zloeg FA A

TR ABA ARA) F AGA R o] Fo|xiT)
i,i tﬂaﬂi H}O]EV\EEL MalwareDB & &
AjZ o El— ]
7] -?l?'?} A ??_ ﬁ(Yara 2Hd)& 7Hke g B3t
o o A AR Mula 7HEe R APT 4
2 WEB Crawling #W#le2 213 glo]dx
IP AA EZo= 37} g 5 9lo] Alx=H
G2 7158 AA|A- o] ofd AEAlEte g T}
T WA Z B4 Mu|zelA AleEE APIE o4
A AT AN A 229 A5
5
ES

Eal
fal

|
Al
] &

= N‘E 2 r°" _,L _13:

A gEe ST, w0 AR i Ay

= 4



AR H 53 =A] (2024, 8) 713

Detection

Analysis

Windows 10 64bit

. mongo

Store Golang Analysis
Logs (Headers,
Functions, Strings) in
the Database

Collection Detection of New
Golang Versions

(PcIntab)

HHyara

Golang detection
with YARA

1
1
1
1
1
1
1
1
1
i
1
Detection and H
Collection of Golang 1
1

1

1

1

1

1

1

1

1

1

1

1

1

1

Executables :
Golang Analysis Symbol Recovery

Environment Targeting All
(VirtualBox) Versions \Output

\(Json) IDB

(IDA Database)

Monitoring Golang
on GitHub

i etttk ]

Sending

samples Deobfuscation
(Gobfuscate)

* Collection is optional and not mandatory

Fig. 4. GoAsap System Overview
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Table 5. Golang Source Code URI and Function
Name with Pcintab for each version

Func
Version URI tion
Name
github.com/golang/go/blob/re
1.0 lease-branch.gol/src/pkg/ru
ntime/symtab.c walks
github.com/golang/go/blob/r | ymtab
1.1 elease-branch.gol.1/src/pkg
/runtime/symtab.c
github.com/golang/go/blob/r
1.2 elease-branch.gol.2/src/pkg | runti
/runtime/symtab.c me.sy
github.com/golang/go/blob/r mtabi
1.3 elease-branch.gol.3/src/pkg | nit
/runtime/symtab.goc
https://github.com/golang/g modul
1.4~ | o/blob/release-branch.gol.{4 edata
1.15 | -15}/src/runtime/symtab.g | Con o'
o erifyl
github.com/golang/go/blob/r
1.16~ | elease-branch.gol.{16-17}/s
1.17 rc/runtime/symtab.go
: * Code changed from functions to s
tructures starting from 1.16 pcHea
github.com/golang/go/blob/r | der
1.18~ | elease-branch.gol.{18-22}/s
1.99 rc/runtime/symtab.go
’ * Added pcHeader.textStart field starti
ng from 1.18
github.com/golang/go/blob/r | Expe
N.N | elease-branch.go{N}.{N}/src | cted
/runtime/symtab.go value
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@ functab = pcHeader + pclnOffset

+ —_— functab[nfuc]

Offset Name

Offset Name.
0x00 magic 0x00 entryoff
0x08 nfunc 0x04

0x18 textStart

funcoff

0x20 funcnameOffset
0x40 pelnOffset

Offset Name
0100 entryoff
@ CodeinFunc =pcHeader.textStart_func.entryoff 0404 nameoff

| ©-func = functab + functab.funcoff +

) = pcHeader + p Offset

Func name array

N

@ NFuncName = FuncNameArray + _func.nameoff

Fig. 5. PcIntab Structure Diagram
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PcHeader Start Offset

FI FEIFFIFE dword_548B40 dd

ee db

e db

el db

o8 db

FA @8 00 00 @0 00 @0 @0 dq

1A @1 00 o0 o0 ee ee ee dq 11Ah
00 10 40 00 00 00 00 00 dq offset sub_401000
6@ 00 20 00 20 o °e ee dq 6@h

8@ 32 01 00 2o oe ee ee dq 13288h
Co 3F @1 o0 00 00 @0 @0 dq 13FCeh
E@ 56 01 00 @0 e @0 ee dq 156E8h
Ce De e5 oo oo oo oo ee dq sDeceh

Fig. 6. PcHeader Start Offset

pcHeader F&A A2t 21E] F405 dolyrt
W 239 o= 3555 Fws functab,
_func FEAY A5 ZE 5 9len, o]F 7t
22 HF AL B Fashs Al ofle)

Fig. 7.2 §olE mjds} A4

@ functab(nfuc)
pcHeader.pcInOffset

= pcHeader +

Fig. 8.2 7} 3141 dgro]2 oAl 2 3}
pesp, pcfile, pcln 5 83 =
el 24 (fune) 9ot}

S

® func =
functab(nfuc).funcoff

functab(nfuc)

Functab Offset

20 00 o0 ve dword_5A5C@eo dd e

D8 47 0@ @0 dd 47D8h
80 00 o0 oe dd 3eh
83 48 dw 4808h
ee db e
ee db e
E@ db eteh
ee db ]
20 db e
ee db ]
60 db 6&eh
43 db 48h
ee db e
ee db e
40 db 48h
26 db 6
ee db 2]
ee db ]
B3 db eBsh
43 db 48h

Fig. 7. Fuctab Offset

Fig. 9.5 &% _func.nameoff& %3
ol E uld g ot}

® A = pcHeader +
pcHeader.funcnameOffset +
_func.nameoff

Fig. 10.& g% _func.entryoffe} A3z
9] textStart 9¥S s g4 I Az
PANel o o:

22 dedolnt.

Lu

o

]
_!

@ B = pcHeader.textStart + _func.entryoff

O 0-0:°] o] AAE FgolEH mAE=
FEF dopd o, 2 F
IDAPython9] idc.MakeName &5 ©]-£3
HAS s A AES 25 53 ‘F

L
IE

sirh. B8 A ol Fig. 113 %

_func Offset

80 o0 o0 ee dd 8eh
eB ee ee ee dd esh
16 @@ ee B8 dd 1eh
o o0 @0 oe dd @

@1 o2 eo ee dd 1

@3 o2 2o ee dd 3

@B o0 oo ee dd eBh
84 ee ee ee dd 4

B0 22 oo oe dd @

70 db 7Dh
ee db e
ee db e
oo db e
o0 db e
oo db -]
o0 db e
e7 db 7
17 db 17h

Fig. 8. _func Offset

Func Name Array

67 6F 3 62 75 69 6C 6u4+aGoBuildid db 'go:buildid’,®
69 db 69h ; i
6E db 6Eh ; n
74 db 74h ; t
65 db 65h ; e
72 db 72h ; r
6E db 6Eh ; n
61 db 61h ; a
6C db 6Ch ; 1
2F db 2Fh ; /
63 db 63h ; c
70 db 78h ; p
75 db 75h ; u

Fig. 9. Func Name Array Offset



716 GoAsap:

444 oA kit Golang AW 97 - 41428 AR

Code in Func

sub_401080
var_8
arg_B
arg 8

49 3B 66 10

76 38

48 83 EC 18

48 89 6C 24 10
48 8D 6C 24 18
48 80 44 24 20
48 89 5C 24 28
66 90

E8 9B 065 00 00
48 8B 4% 24 20
48 8B 5C 24 28
E8 2C B0 00 08
48 8B 6C 24 10
48 83 ¢4 18

proc near ; cot

= quord ptr -8
= quord ptr 8
= quord ptr  10h

cnp rsp, [F1k+10h]

jbe short loc_4810BE

sub rsp, 18h

nov [rsp+18h+var 8], rbp
lea rbp, [rsp+i8h+var B]
mnoy [rsp+18h+arg_B8], rax
mnou [rsp+18h+arg_8], rbx
xchg  ax, ax

call  sub_401640

noy rax, [rsp+i18h+arg_0]
nov rbx, [rsp+18h+arg_B8]
call sub_4B10ED

noy rbp, [rsp+1Bh+var 8]
add rsp, 18h

retn

Fig. 10. Code Section Start Address of the

Found Function

Segment

Segment

ot
toxt

Fig. 11. The Result of Symbol Recovery
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[7] adopjfohsalonpodiide_iecaekchjpjeccfbkajp_nc Gdf_hej _norm_glob_funcess
[7] adopjfohaalonpodiide_iecaekchjpjeccfbkajp_s i qdf | »_norm_glob_funcéss
¥ jfc i cfbkajp_nc ddf | )_norm_glob_func697
[7] adapifohaalonpodiide_iecaekchjpjeccfokajo_nc ddf | »_norm_glob_func698
7 i bkajo_n ddf | )_norm_glob_func609
[7) adopjfohaalonpodiide_iecackchjpjeccfikajp_nc ddf | >_norm_glob_func700
[7) adopifohaalonpodiide_iecaekchjpjeccbkajp_ncy ddf | _norm_glob_func701
[7] adopjfohaalonpodjide_iecaekchjpjeccfbkajp_ncy i ddf | _norm_glob_func702
[3] adopjfohaalonpodiide_iecaekchjpjeccibkajp_nc ddf | _norm_glob_func703
¥ j | cfbkajp_nc ddf | _norm_glob_func704

Fig. 12. Obfuscated Golang Functions

[©] @

HEX -> CHR HEX -> CHR

REVERSE(CHR) REVERSE(CHR)

powershe

Fig. 13. Gobfuscate Obfuscation Algorithm
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movZX  ecx, byte ptr [rsprrax+Sshivar_1C
movzx  edx, byte ptr [rsp+rax+58h+var_26
xor ecx, edx

wov byte ptr [rsprax+Sahevar_12], cl
inc rax

mov rcx, gsi28h
mov rex, [rexi@]
cmp rsp, [rex+16h)
jbe loc_7C287A

; CODE XREF: main_mgj
cmp rax, @ah
i1 short loc_7C2B1A
mov [rsp+58hevar_58], @ ; _intéd
lea rax, [rsp+s
mov [rsp+58h+va
mov [rsp+58htva
mov [rep+sah+va
call
mov rax, [rsp+Sshivar_38]
mov rex, [rsp+S8hivar_3e]
mov [rsp+58htar,
mov [rsp+sah+arg 8], rex
mov rbp, [rsp+58htvar_8]

; _intea
5 _intea
@ah ; _int6a

xor eax, eax
jmp short loc_7€2820

add rsp, S8h
retn

Fig. 14. The Code Inside Functions Used in
Gobfuscate Obfuscation

Table 6. Usage of Gobfuscate

gobfuscate.exe (option) (Package path to obf
uscate) (Obfuscated package storage path)

Collecting addresses of functions
with 'slicebytetostring’
Install a BreakPoint at the
collected addresses
When BP is
activated

Execute obfuscation
detection rules

Obfuscation characteristics in
assembly (5 types)

o
inc rax inc [o_reg] e

cmp rax, OAh cmp [o_reg] [o_imm] e

call runtime_slicebytetostring call [o_far] or [o_near] 9

Fig. 15. Gobfuscate Obfuscation Detection
Algorithm
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mov rcx,qword ptr [l
mov rcx,qword ptr
cmp rsp,qword ptr

=

sub r

mov qword pt
mov word ptr
mov qword pt
mov qword pt
xor eax,eax

jmp 8a9205709c6ale5923c66b63addc1f83
movzx ecx,byte ptr s sp+rax+3CJ)
movzx edx,byte ptr ss:firsp+rax+32] |edx:EntryPoint
xor ecx,edx edx:EntryPoint
mov byte ptr ss

rax: Er\(l‘iP(ﬂ nt

eax:EntryPoint

s:firsp+48],0

:@rsp+rax+46),cl

inc rax rax:EntryPoint
cmp rax, rax:EntryPoint, OA:'\n'
il 8a9205709c63125923c66b63addclf833

mov qword pt
Tea rax,qword p
mov qwold ptr s ,rax ntryPoint
mov qword ptr s

aseThreadInitThunk+

RIP

Fig. 16. The Point Monitored by the Debugger
Tool (x64dbg) for Detecting Deobfuscation

s 0000000000000000
000000C0000C7E28 |000000C0000C7ES6 | | ath of
000000C0000C7E30 |0000000000000004 |  '€Ngth o

RSP+0x18000000C0000¢7E38 |000000000000000A=—> the strm?

RSP+0x20000000c0000c7E40 |000000C00008E260 "Eowershe'l id

Deobfuscated string

Fig. 17. Check the Pointer Address and Length
of the Deobfuscated String from the Stack
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Fig. 18. The Analysis Results of Golang New
Version and Stable Version in IDA Pro
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Algorithm 1: Golang New Version Detection Algorithm

1 Input: detected_golang_version, start_text_seg_address,
end_text_seg_address, start_rdata_seg_add end_rdata_seg_address
Output: finalpeln_header_offset symbol_address_offset

legacy_pclntab_version list = [FFFFFFFD, FFFFFFFB, FFFFFFFA,
FFFFFFFO, FFFFFFF1]

©

w

4 regex magic_header = [0-9a-f|2FFFFFF

5 if detected_golang_version in legacy_pclntab_version_list then

6 | return legacy_analysis_action

7 while True do

8 line = start_text_seg_address

o if GetMnem(line) == lea and GetOpType(line, 0) == o_reg and
GetOpType(line, 1) == o_mem then

10 data_address = Dword(GetOperandValue(line, 1))

11 for data_address < offset < data_address + 256 do

12 count = 1

13 offsets + = hex(offset)

14 if count % 8 == 0 then

15 suspicious_magic_header=regex_magic_header find(offset)

16 return suspicious_magic_header_offsets

17 offsets = 0

18 count + =1

19 line = NextAddr(line)
20 if line > end_text_seg_address then
21 L break

22 text_addr = start_text_seg_address

28 for start_rdata_seg_address < addr < end_rdata_seg_address do
24 filtered _addr = Dword(addr)

25 if filtered_addr == text_addr then

26 L return suspicious_text_offsets

27 start_rdata_seg_address + = 4

arg list_1 = suspicious_magic_header_offsets

= suspicious_text_offsets

header in arg_list_1 do

pus_test_addr in arg_list_2 do

a2 distance_value suspicious_header suspicious_text_addr
33 if distance_value > 0 and distance_value < 256 then
34 L return suspicious_pcln_header_offsets

35 go_build_string = 676£3a6275696c64

36 total =

37 for header_offset in suspicious_peln_header_offsets do

38 line = header_offset

39 for line < addr < line+256 do

40 one_step_offset = header offsét + Byte(line)

41 for one_step_offset < addr2 < one_step_offsei+8 do
a2 | total += str(hex(Byte(addr2)))

43 if total == go_build_string then

44 L return (final_pcln_header_offset symbol_address_offset)
a5 else

16 L total =

Fig. 19. Algorithm for Detecting the Pclntab
the New Version
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Table 7. Analysis Environment Specifications

Specification
08 Windows 10 Pro (64bit)
PC Memory 32GB
Storage SSD 2TB
S/W VirtualBox 7.0.18 (64bit)
— Python 2.7.10 (64bit)
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rule GoPclntab {
strings:
//1little endian
$suspicious_header 1 = {F? FF FF FF 00 00 (01]|02|e4) (o4|e8)}

//big endian

$suspicious_header_b = {FF FF FF F? 00 00 (el|e2|e4) (e4|es)}

condition:
$suspicious_header_ 1 or $suspicious_header_b

Fig. 20. YARA rule for exploring Pclntab
structure applicable to all versions of Golang

Table 8. Size of the Golang Pclntab

Version Size

1.1~1.15 10Byte
1.16~1.17 38Byte
1.18~1.22 40Byte

FLIFF FF FF 00 00 01 08 FA 08 00 00 00 00 00 00
1A 01 00 00 00 00 00 00 00 10 40 00 00 00 00 00
60 00 00 00 00 00 00 0O 80 32 01 00 00 00 00 00

0 g]l00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Fig. 21. Changing the Location(4byte) and
Magic Value(1byte) of Golang Pclntab
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Table 9. The Change in VirusTotal Detection
Rates Due to Golang Structural Modifications

Adding Bulk
Padding

Original Pclntab
(Malware) Modify
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Table 10. List of tools to be used for
performance evaluation

Bissrsy Plugin
Reverse (Golang
Engineering | Version Version
An . Symbol
alysig Recovery)
Tools
IDA Free 8.4 GoReSym 2.7.4
Ghidra 11.0.3 | [DAColang 0.1
Helper
Radare2 5.9.0 redress 1.2.0
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Table 11. Comparison Results of Existing Static Analysis Tools and Golang Executable Detection and

Analysis Features

GoAsa
;‘?eAe Ghidra Radare2 GoReSym IDI_?S;I::g redress (Oulrp
Method)
A O X X (0] A O 0
B (6] X X O A @) 0
0] X X X X X X 0
D X X X X X X (0]
E X X X X X X (0]
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